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Executive Summary

In an effort to better understand what actions the energy industry has taken in response to the
2005 and 2008 hurricane seasons, the U.S. Department of Energy, Office of Electricity Delivery
and Energy Reliability (DOE/OE) conducteskearcho identfy specific industry efforts related

to storm hardening and resiliencyheresultingstudy focusson the measures that refiners,
petroleum product pipeline operators, and electric utilities in the Gulf Coast have taken to harden
their assets and makeexgy supplyto the Southeast more resilient. A summary of the findings

of energy industry hardening and resiliency activities is providdaliote ESL.

Theeffort is based opublic information frominternet research and interviews wattsmall
numberof refiners, petroleum product pipelines operators, and electric utilDissussions

with the public utility commissions identified additional sources of information on storm
hardening in extensive docket®E also coordinated with the DABfice of Fossil Energyand
Policy Office, the Energy Information Administration, the Government Accounting Office, the
U.S. Department of Transportati®ipeline and Hazardous Materials Safety Administration
(PHMSA), and the Depart me nitation Securty Admihistratidn Sec ur
A total of 14 energy companies were intervieviresn February through April 2010The
information gathered during the discussions is propricug to the Paperwork Reduction Act,
OE was limited in the number of compeasiit could contact within each of taeergy sub

sectors.

The study is focused on the segments of the energy industry that contribute most to the delivery
of gasoline and diesel to the Southeast U.S. Therefore, theidanubsardening and resiliency
efforts undertaken by refiners, pipeline operators, and electric utilities with transmission and
distribution (T&D) assets. It does not address hardening and resiliency efforts undertaken to
support power generation, Gulf of Mexico offshore productionyrahyas processing, industrial

gas production, port operations, rail movements of ethanol and propane, or waterborne
movements via tankers and barges.

Hardening refers tophysically changing the infrastructure to make it less susceptible to damage
from extreme wind, floodingor flying debris. Hardening improves the durability and stability

of energy infrastructure, making it better able to withstand the impacts of hurricanes and weather
events without sustainingajordamage.Resiliency, by contrastrefers to the ability of an

energy facility to recover quickly from damage to any of its components or to any of the external
systems on which it depends. Resilientgasures do not prevent damagéher they enable

energy systems to continue operatilegpite damagand/orpromote a rapid return to normal
operations whedamagesfutages do occur.

A summary of hardening and resiliency actiogmgortedby petroleum and electricity companies
in the Gulf Coastéind Southeasegiorsis included in thigepat. It is intended to educate and
inform, not to advocate a particular policinergy companies will continue to make investments
and pursue technological solutidios years to come in order to maintain energy sector
hardening and resiliency.
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Table ES-1. Summary Findings of Energy Hardening and Resiliency Activities

Refineries/ Electric

Industry Activities Pipelines T&D

Building/strengthening berms, levees, and floodwalls \'

Elevating substations/control rooms/pump stations

Flood
Protection

Relocating/constructing new lines and facilities

Securing cooling towers

Improving tank integrity

Protecting cabling

< K K KK K

Protecting retail outlets

Upgrading damaged poles and structures \"

Hardening
Wind Protection

<

Strengthening poles with guy wires

Burying power lines underground \"

<

Upgrading electrical systems

<

Installing/utilizing cogeneration

Enhancing IT and telecommunications \"

Deploying sensors and control technology

Modernization

<

Installing asset databases/tools

<

Conducting hurricane preparedness planning and training

Complying with inspection protocols

Managing vegetation

<
L K K K KK

Participating in mutual assistance groups

Improving employee communications and tracking

Installing redundant communications

Procuring mobile command vehicles

Purchasing/leasing portable generators

General Readiness

Pre-positioning and pre-wiring portable generators

L K K K KKK

Securing alternate sources of gas supplies

Resiliency

Purchasing or leasing mobile transformers and substations \'

Procuring spare T&D equipment \"

Maintaining minimum tank volumes

Wrapping/protecting pumps and motors

Facilitating employee evacuation and reentry

< K K <

Coordinating priority restoration and waivers

Storm-Specific
Readiness

Securing emergency fuel contracts \"

Supplying logistics to staging areas V
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Petroleum Infrastructure Hardening

Flood damage is the mostmmon and costliest type of storm damage to petroleum
infrastructure, and results in the longest disruption durations for refineries, pipelines, and
terminals. Refiners and pipeline operators harden their assets through flood protection, wind
protection ad modernization.

Flood Protection

Common flood protection structures such as floodwalls, levees, and berms may be built by either
government or industry. The U.S. Army Corps of Engineers (USACE) buitcathigh

concrete floodwall that protects the B®arathon, and Valero refineries near Texas City, Texas.
USACE also builtlhe Mississippi River levegystem, whiclprovidesflood protection to 15eet

for refineries located near New Orleans. Refiners built the floodwalls along the Houston Ship
Channéand around Pascagoula to contain a-§6ér storm surgéne refiner reported thét
haserected a 1200t high, onehalf-mile-long floodwall in 2004 for approximately $4 million.

Elevating substationspntrol roomsand pump stations above the likétyod level is another
common hardening practice. In many cases, facilities were elevatétb¥Betabove ground

Costs for elevating facilities vary depending on the size of the unit, how much power is carried,
and how much wind and storm surge ti&t unit is designed to withstand. According to one
refiner, costs may range from $5000 per square foot, based on the various attributes of the
facility and the project design.

Wind Protection

Although hurricaneforce windsare not as destructive petroleum infrastructure as flooding,

they still can cause severe damage to refineries, pipeline tank farms, and retail outlets. Refinery
cooling towers are especially prone to wind damage. High winds can cause the fan blades inside
a cooling tower to &come dislodged and launched from the tawirey are not secured. This
renders the cooling tower unusable and creates airborne debris that can cause further damage.
During Hurricane Rita in 2005, fifty percent of the cooling towers at Port Arthurergdis were
damaged and fiftfour percent were damaged at Port Nechesording to a National Institute

of Standards and Technology reconnaissance ré@®etzeral of the refiners reported that they

have installeédpecialbraces tstopthe fan bladefrom dislodging.

Tank operators reportédatan inexpensive way to harden storage tanks is to install wind
girders. In addition to deflecting wind, girders can reinforce the structural integrity of the tank
preventing a collapse.

Modernization

To compensate foagingpetroleuminfrastructure, companies are updgtelectrical systems and
technology irtheir control rooms.Several companies have also enhanced their IT and
telecommunications infrastructure in preparation for storms to ensure that camatons

LNIST, Performance of Physical Structures in Hurricane Katrina and Hurricane Rita: A Reconnaissancé Repor
June 2006http://www.bfrl. nist.gov/investigations/pubs/NIST_TN_1476 ExecSum. gctfessed April 22, 20.
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remain operational. For example, after Hurricane Katrina, Valero set up 20 satellite phones and
about 40 cellular and radio phones to communicate between its Louisiana and Texas refineries.

Petroleum Infrastructure Resiliency

Petroleum companidsllow best practices and undertake resiliency measures as general
precautions, or they may take them in preparation for specific storm events.

General Readiness

General readiness activities reported by companies include preparing and updatingehurrican
preparation plans and purchasing or leatange sizeportable generatorPreparing a hurricane
preparation plan and conducting training were reported as general resiliency activities by all
companies interviewed.

All companies reported purchasiogleasing portable generatdaosprovide electricity to critical
facilities during outagesEconomic considerations determine whether refiners and pipeline
operators choose to purchase or lease generaiasgical 2MW traile-mounted unit costs
approimately $1 million or more with accessories and finanéinkp avoid a recurrence of the
shutdowns it experienced during the 2005 hurricane se@stmmial Pipelingourchased 12
traile-mounted Mitsubishi portable generators, seven transformers, aggbfralssociated
cabling in 2006’

Companies reported preiring and prepositioning smaller generators at key service stations
along evacuation routes. Even undamaged service stations remeirgency power to reopen.
All petroleum companies that opee retail stores in the Gulf and Southeast indicated that they
have prewired at least some of their stations. In f&tbridahasenacted legislation requiring
gas stations within a half mile of evacuation routes be equipped Wéblkaip electrical
generator.In addition, all owners of more than ten gas stations in a county must (within 24
hours) have a generator installedeatpercent of their fuel outlefs.

All of the refinery and pipeline operators for the study indicated that the safetyrof the

employees is paramoun®etroleum companies have numerous methods of keeping track of their
employees and communicating with them before, during, and after a hurricane. These methods
include websites, hotlines, and media channels, and are aimedi@gesnployee safety and
enabling a quick and coordinated response after a storm has passed.

Storm-Specific Readiness

A common stornspecific resiliency practice reported by companies is maintaining minimum
product volumes in storage tankdove groundstorageanksare at particular risk during storm
surge flooding since they can actually floéfttheir foundations Wwen spillcontainment areas

2 ComputerWorldhttp://www.computerworld.com/s/article/104477/After_Katrina_Valero_Energy_turns_to_
satellite_communicationsccessed May 28, 2010.

3 http://www.gopower.com/products/generators/diesel/1/1000
10000000/1000%20kW%20and%20Up%20Diesel%20Generatcesssed July 1, 2010.

“Mihelick, P.J . , fACol oni al Pipeline, One Pipeline Companyds
Tulane Engineering Forurhitp://www.tulane.edu/~sse/FORUM_20@8igram/ accessed January 20, 2010.
*http://www.myfloridahouse.gov/Sections/Documents/loaddoc.aspx?FileNam&21 ér.doc&DocumentType=Bill
&BillNumber=7121&Session=20Q&ccessed January 16, 2010.
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becane flooded with waterEnsuring that an adequate amount of product is in the tank prior to a
storm addsveight and stability to the tank and prevents it from floating off its platform.

Electricity Infrastructure Hardening

Electricity is a critical element of the highly interdependent energy supply and distribution
system. A refinery or pipeline pumpingsbn, even if undamaged by a hurricane, will not be
able to operate without access to electricity. Most utilities have active plans in place to harden
their infrastructure against wind and flood damage. In fact, since 2005, multiple State public
utility commissions have issued rulemakings and/or regulatory activities related to electricity
infrastructure hardening. Many of the T&D hardening and resiliency initiatives taken on by
utilities have been in response to such regulation.

Wind Protection

Hurricaneforce windsare the primary cause of damage to electric utility T&D infrastructure.

All of the utilities interviewed for this study have identified upgrading poles and structures with
stronger materials as a primary hardening strategy. For digtnlaystems, this usually

involves upgrading wooden poles to concrete, steel, or a composite material, and installing guys
and other structural supportdlthough transmission system outages do ocoout 90 percent

of all outage®ccur along distribibn system$. Transmission structures are typically upgraded
from aluminum to galvanized steel lattice or concrete.

Placing utility lines underground eliminates the susceptibility to wind damage and lightning that
is typically experienced with overhelides. However, ndergroundutility lines present

significant challengesncluding additional repair time and much higher installation and repair
costs Company interviews indicate that burying overhead wires costs between $500,000 and $2
million per mile, plus expenses for coolants and pumping statiBeshapshe most important

issuefor coastal regions is that underground wires are more susceptible to damage from storm
surge flooding than overhead wires.

Flood Protection

Common hardening activits reported by utilities to protect against flood damage include
elevating substations and relocating facilities to areas less subject to flooding. Unlike petroleum
facilities, distributed utility T&D assets are not usually protected by berms or leMéiéses

reported that it is far less expensive to replace a T&D facility than to build and maintain flood
protection.

Utilities report that a number of substations along the Gulf have been elevated as much as 25 feet
based on predictions for a categ8rgtorm. Elevating substations to category 4 or 5 storm surge
levels was not common since the costs are significantly higher and storms of that magnitude are
relatively rare. Utilities have opted instead to invest in spare equipment to address that risk.

Other common hardening activities include relocating critical facilities away from flood prone
areas, strengthening existing buildings that contain vulnerable equipment, and moving equipment
to upper floors where it will not be damaged in the eveantftdod.

*EElI, fiUnderground vs. iDssulksad hip@ewweiibrgduissas/ Wi r e s
electricitydistribution/Documents/UnderVSOver.pdEcessed May 12, 2010.
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Modernization

The electricity T&D system is aging, and to counter the effects of aging infrastructure, utilities
are supplementing hardening practices with the implementation of new technology such as
improved supervisory control and data asgion systems, GIS systems, and advanced

switching mechanisms to salfagnose and repair problems and promote greater efficiency of
the grid. As Hurricane lke approached the Texas coast in 2008, one utility usbd<atb

damage prediction models to appimate how many customers would lose power, what the
infrastructure damage would be, and how quickly repairs could be made. After the storm, they
used GIS to create maps of damaged areas and share the information with customers, media,
government, andupport agencies.

Electricity Infrastructure Resiliency

Common resiliency practices reported by utilities for general readiness include pole
maintenance, vegetation managemasé ofmobile transformers and substations, and
participationin mutual assistece groups.

General Readiness

Pole inspection and maintenance is the most common resiliency activity reported by utilities. It

is performed both year round and in preparation for particular storms. Pole inspections

maximize T&D asset life, gather tiformation necessary to manage and prioritize asset needs

and resources, and minimize unscheduled or emergency maintenance. Southeast and Gulf Coast
utilities have instituted a mutiear inspection and maintenance cycle for all transmission

circuits, amulti-year wood pole treatment cycle, andalvanized steel painting program to

prevent corrosion on steel structures.

Another common resiliency practice reported by utilities is vegetation management or clearing
potentially damaging tree limbs and othegetation from power line rightsf-way. Although
treerelated damage is more common on distribution lines, tree related transmission outages are
also a regular event. In 2006etNorth American Electric Reliabilit@orporationintroduced

the Transmision Vegetation Management Program.

Utilities reported using wbile transformers and substations to temporarily reflaocgaged

assets A mobile substation includedrailer, switchgear, breakers, emengy power supply,

and a transformer witenhancd cooling capability. Thee unitsenable the temporary restoration

of grid service while circumventing damaged substation equipment, allowing time to repair grid
components. Mobile transformers are capable of restoring substation operations in some cases
within 12-24 hours

Companies routinely update their hurricane preparedness plans and train staff throughout the
year. Many utilities reported participating in regional mutual assistance groups in which member
utilities voluntarily share staff and equigmt ina coordinated response to electrical outages.

" ESR], http://www.esri.com/news/releases/09_3qtr/hurricane feodessed Apr22, 2010.
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Storm-Specific Readiness

A common storm specific readiness activity reported by companies is to secure fuel contracts for
post storm recovery needs such as emergency operations and repair vi&toskest the

companies reported having fuel contracts in place to covefdiueinergency vehicles amsthall
portable generatorsvhich arenecessary to power operations and IT sites. At least one company
reported that its emergency plans arrange fortskikisi portable fuel tanks used for refueling
vehiclesi to be delivered to prdetermined locations following a storm.

General Resiliency

Both petroleum and electricity companies reported that a pristamn preparatioactivity is to

secure exemptiorfsom evacuation ordeiis advanceso that restoration efforts can begin as

soon as possible after a storm strikes. Companies work with Federal, State and local
governments to procure exemptions. It was also reported that in some cases, a small number of
employees will shelter in place at stehardened facilities during a hurricane to monitor the
facilities and identify areas that need repair.
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Background

U.S. petroleum supplies are often impacted by hurricanes, especially major Atlantic hurricanes
making landfall along the Gulf CoaStates of Alabama, Mississippi, Louisiana, and Texas (see
Figure 1). Most notably, in 2005 and again in 2008, major hurrichiitdsackto-back, severely
damaging energy infrastructure and disrupting oil supplies thraghe United States-uel
supplyvulnerabilitiesin such emergencies can j&rticularly acute in Floridavhich is supplied

by ports andin the other ®utheast Statesuch asseorgia, South Carolina, North Carolina, and
Tennessee, which receive theimpply from two petroleum product pipelines fed by G&dast
refineries.

Figure 1. Refining Centers in Path of Major Atlantic Hurricanes 2004-2008

Legend
Humcane Track
CategoryJ 5 ="y "‘
M Category1-2 ‘_“?
Alsbama $
: &

\

Tropical Storm
/ Tropical Depression
A/ Subtropical Storm
” Subtropical Depression
,ex‘ Extratropical Storm Lousiana
A Tropical Low
. Major Refining Center

!

Viyacnz-LiR)
o P ol

Source: NOAA Coastal Services Centettp://cses-mapsg.csc.noaa.gov/hurricanes/viewer.htnccessed April 16, 2010.

san Lus Botosi

Within the U.S. Department of Energy (DOE), the Office of Electricity Delivery and Energy
Reliability (OE) is the lead office responding to energergancies.OE producesituation
Reportghat have been the source of official DOE information on impacts to energy
infrastructure from events of national significance since 2008part of its mission, OE tracks
the dates of energy infrastructure stowtds and restorations. Compiling essential data from the

8 Hurricanes Katrina and Rita made landfall within one month of each other in 2005 and Hurricanes Gustav and Ike
made landfall within two weeks of each other in 208d. of these were major hurricanes, defined as are Category

3 or higher withwinds exceeding 111 miles per hounttp://www.nhc.noaa.gov/sshws_table.shtml?lasgeessed

May 17, 2010.
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individual Situation ReportsSOE compared the impacts of the 2005 and 2008 hurricanes on
energy infrastructure, based on the breadth and duration of the various shutdowns.

The Southeast is paatilarly vulnerable to retail and wholesale gasoline priceupsiand supply
shortages because of their limited supply options after major storms such as hurricanes.
Independent marketers in Georgia, Tennessee, and the Carolinas were hit particularly hard
September 2008 when their regular supply sources were put on allocation (i.e., were only
receiving a certain percent of their planned deliveries of fuel), and the independent marketers did
not have contractual arrangements with major suppliers atatkeierminals. Shortages caused

by refinery shutdowns due to electricity outages and other causes resulted in reduced supplies
into the Colonial Pipeline system, which runs from Houston, Texas, to Linden, New Jersey.
Panic buying by consumers may halsoaontributed to shortages at gas stations in Atlanta,
Charlotte, and Nashville in September 2008. Prices of $4.00 or more per gallon were reported
throughout the Southeastthe days immediately following Hurricane lke.

Congress held hearings tayinre about the reasons for these shortages, and to encourage the
development of solutions. In response to these hearings, OE continued to investigate the root
causes of the Southeast petroleum shortages. The OE investigation found a number of
contributing factors:

A The Southeagtlefinedfor this reportas Florida, Georgia, North and South Carolina, and
Tennessed¥ served by aninimal number of inlanderminals which are fed primarily via
pipeline from Gulf Coast refineries. Thereoidly onemajorrefinery inthe regionand
(excluding Florida and western Tennessee) linitedd andriver systems to sustain
waterborne movements products

A Many Southeast markets depend on petroleum product pipelines as their only source for
delivery of gasoline andiesel;some otthese markets are not served by a main line, only a
pipeline spur.

A Up to one week prior to the anticipated landfall of a hurricane, refinery production and port
receipt of imports are reduced or shut down. When a hurricane hits, refaretieerminal
operators must also have their storage tanks filled to a certain level as a precaution against
tank movement from storm surge or flooding, a measure that prevents them from moving a
significant amount of existing stored product into the niptkee.

A Pipeline systems slow their deliveries and impdeeation'° on customersvhen suppliesre
limited. When terminals are on allocation, only those petroleum wholesalers under contract
with them may receive product.

A Gasoline is not a homogenous guict nationwide. In the summer, some States and counties
require the use of gasoline with low volatility (as measured by Reid Vapor Pressure’!RVP)

® Comparing the Impacts of the 2005 and 2008 Hurricanes on U.S. Energy Infraggr{igtbruary 2009) is
available atttp://www.oe.netl.doe.gov/docs/HurricaneComp0508r2.pdf
19 An allocation limits contractual customers to receipt of a specific percent of what timegllyareceive at the
terminal, as determined by the terminal operator, though typically based on an average of the previous 12 months.
" Summer gasoline grades vary by State:

- Florida/Louisiana/North Carolina/Tennessee 7.8 RVP conventional

- Alabama/Georig 7.0 RVP conventional - Texas 78 RVP and partial RFGEI Paso 7.0)

- Mississippi/Soth Carolina 9.0 RVP conventional
http://www.epa.gov/otag/regs/fuels/420b10018 quatd http://www.epa.gov/otag/rfg/whereyoulive.htm
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In the Gulf and Southeasinly selectcounties in Texas are required to vsrmulated
gasoline (RFGYyearround As a resultrefiners and terminal operatarannot always assist
each other with supplies without special waivers from the U.S. Environmental Protection
Agency and/or State agencies.

A Hurricanes often hit in miGeptember whegasoline supplgare turning over from summer
grades to winter grades. At this time of year, refinery, pipeline and terminal opéegors
to reduceheir lower volatility grades and begin building up winggade stocks. This
transitionmaycomplicate the ability tonaintain a steady supply of gasoline during a fall
storm event.

A Extended refinery shutdowns lasting two to three weeks are caused primarily by a lack of
electricity supply rather than onsite damage.

A Loss of electricity to pump stations can cripple gipemovements of petroleum products.
Pipeline operators require hundreds of staffers and contractors to deploy emergency
generators, transformers, and all #ssociated cablingecessary to keep supplies moving.

A Natural gas and industrial gases are ededd operate boilers and processing units at
refineries. If these gases are not available when a refinery is ready to restart, restoration is
further delayed.

The above factoreancombine to causproduct shortages in the Southehsttcan persist
beymd the immediate storm emergenpgtentiallydisrupting product availability foas long as
several months.

In thefall of 20090E began identifying industry efforts to stehrarden energy infrastructure

and expedite restoration from sterelated outage During this initial phase of the inquiry, it

quickly became apparent that many refiners, pipeline operators, and utilities had already invested
significantly in hardening and resiliency measures. In response to this finding, OE expanded the
scope oftis inquiry, and began a second, morel@pth study of the specific measures taken by
owners and operators of energy infrastructure. This report is the result effoiniat

Focus of the Study

Identifying which segments of the energy industry contribudst to gasoline and diesel

disruptions in the Southeast United States was paramount in order to focus on only those relevant
segments highlighted in Figure 2. An extremely wide range of assets supports the production

and delivery of petroleum productsttee Southeast, but not every asset is significant in terms of

its contribution.

The simplified energy flow diagran in Figure 2 illustrates the interdependencies between
petroleum, natural gas, industrial gases (e.g., hydrogen, nitrogen, and oxygetecaraity.

Crude oil extracted from the Gulf of Mexico or imported by very large tankers is the feedstock
for Gulf Coast refineries. The majority of the platforms in the Gulf of Mexico are-small

capacity, unmanned facilities, and the loss of a dozémesk platforms would not stop the flow

of crude oil to the Gulf Coast refineries. The current approach by platform operators is to fully
shut down and evacuate all manned facilities when a hurricane or tropical storm enters the Gulf

2 Electricity is usually restored quickly relative to damage from storm surge and flooding. In 2005 and 2008,
certain utilities suffered extensive damage to thisiribution networks, delaying power restoration for weeks.
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of Mexico. Likewise tankers laden with crude oil imports will also wait out a storm.
Fortunately, substantial crude oil stocks on land and potential access to the Strategic Petroleum
Reserve guarantee several weeks of continued crude supplies to refiners.

Figure 2. Focus of Hardening and Resiliency Study
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SourceSAIC, 2010.

Offshore natural gas from Gulf of Mexico platforms is directed via pipeline to natural gas
processing plants and then on to power plants, refineries, petrochemical plants, and other
industrial facilitiesin the Gulf Coast. Refineries canraperate without natural gas, as it is

critical for boilers and other processing units. Coastal refiners look for alternate inland sources
of natural gas during emergencies, e.g., when Gulf of Mexico production is too low to keep
pipelines flowing.

Refineries also depend on industrial gases, catalysts, and other specialty products, particularly
when restarting following a shutdown. Many refineries are located with or near industrial gas
plants to guarantee their supply of hydrogen, nitrogen, and oxygen.

When refineries are unable to operate, refiners try to maintain supply outflow by using product
stocks, exchange agreements, and product i mpo
receiveregular petroleum product imports; the rest of thetBeast has limited access to tankers

full of imported gasoline and other products, relying instead on pipeline movements of products

from Gulf Coast refineries.
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Some refineries cogenerate their own electricity, bubthie of electricity required by raferies

comes from the electric utility transmission system. Depending on the size of the facility and the
configuration of the grid, refineries receive electricity through either the transmission or
distribution network. There is substantial exgeswea generatiorcapacity in the United States,

and the shutdown of a few large power plants will not generally result in the loss of power to
refineries, as long as the transmission or distribution lines leading to those refineries remain
intact.

Most of therefineries serving the region are in the Gulf Coast states of Texas, Louisiana,
Mississippi, and AlabamaRefineries aréocatedon rivers, intercoastal waterways, or directly
on the coast to facilitate receipt of tankers at portspaodde acces® the substantial cooling
water required for their processes.

If a refinery is unable to operate due to damage or a lack of crude oil, natural gas, or industrial
gas, products can still be moved from storage into pipelines and barges as long as tie refine
has electricity. In 2005, for example, damaged refineries with operable pipeline/dock/terminal
networks received imported products by tanker at their docks and moved those products into the
Colonial and Kinder Morgan Plantation pipelines. Petroleypelpies require a constant flow of
products into the system in order to deliver volumes at terminals. Pump stations positioned
strategically along the pipeline boost the movement of the product and require electricity to
operate. Product pipelines are thrimary way gasoline and diesel are supplied to the southeast
States of Georgia, North Carolina, South Carolina, and Tennessee.

Terminals provide storage tanks and interconnection with transportation modes (pipeline, barge
or small tanker, railroad, aniclick) at strategic locations near demand markets. They are
privately owned, often by third parties who are neither refiners nor pipeline operators.
Companies moving product along pipelines arrange for sale of their volumes to wholesalers and
jobbers wio deliver the product to retail outlets. Electricity from distribution lines is required to
operate the terminals and the pumps and valves that control the flow of fuel.

The delivery of fuel to first responders and gasoline to fueling stations alongaéieacoutes is

an essential step in preparing for an emergency. Maintaining the flow of gasoline and diesel
during restoration and recovery from the emergency is also of critical importance. Electricity is
also needed to operate the fuel pumps anchtk the purchases at retail outlets.

Following this logic, OE determined the most critical energy infrastructure needed to deliver
gasoline and diesel to the Southeast (sedlue boxn Figure 2, above). The study then

focused on the measures thdirers, petroleum product pipeline operators, and electric utilities
in the Gulf Coast have taken to harden their assets and make energy supply to the Southeast
more resilient.

Aging Infrastructure and Hurricane Hazards

The Nat i odel@esyinfastectuig is composed of an intricate web of electricity
transmission and distribution systems, pipelines, refining facilities, and terminals that has grown
increasingly complex and interdependent. This infrastructure is aging. Most of the electricity
trarsmission system, which stretches nearly 200,000 miles, was designed to last 40 to 50 years.
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In some parts of the country however, it is now 100 year§oklb out hal f of t he
million miles of oil and gas pipelines were built in the 1950sE38Ds* The newesgreenfield

oil refinery in the United States was built in 1976The first refinery in the Gulf Coast was built

in 1897 and others quickly followed.One of the greatest challenges facing the industry is
retrofitting this existing infastructure withmodern technology to improve the efficiency and
resiliency.

Aging infrastructure is more susceptible than newer assets to the hunetatee hazards of
storm surge, flooding, and extreme winds. Overall, storm surge and floodingwanese
devastation than wind, both in terms of energy infrastructure and human life.

Storm Surge and Flood Damage

A storm surge is a large dome of water, 50 to 100 miles wide, that sweeps across the coastline
near where a hurricane makes landfall.h&glt is the difference between the observed level of
the sea surface and the level that would have occurred in the absencewfitdame Storm

surge does not exist as longaalurricane is out over the open ocaars a phenomenon that is
strictly assciated with hurricane landfall.

Since 1900, flooding caused by storm surge has killed more people in the United States than all
other hurricaneelated threats combined, including freshwater flooding, winds, and tornHdoes.
Although tie number ofearlyfatalities from hurricane storm surge has been drastically reduced
over the past 30 yearis is still the greatest potential threat to life and property associated with
hurricanes. Salt water is particularly destructive to energy infrastructure bécaarsedes

metal, electrical components and wiring. Certain building components cannot withstand any
exposure to water. Plaster, wallboard, insulation, and electronic components are examples of
materials that must remain permanently dry. Wood componeasalso be susceptible to

damage from trapped moisture. Flat roofs, common in the Southeast, are particularly susceptible
to leaking after high wind stre$S.

The National Oceanic and Atmospheric Administration (NOAA) and its National Hurricane
Center (MHC) and Weather Forecast Office do not have a specific storm surge scale. These
agencies maintain that such a tool would not be accora#ective at conveying the storm
surge threat because of the many variables affecting storm surge, which include:

A Size of the hurricane

13 Atkinson, W.,Equities Magazingin NASDAQ Utility Infrastructure: Addressing the Amg Electric and Water
Systemshttp://www.nasdag.com/newscontent/20100204/utility _infrastructure _addressing_the _aging_
electric_and_water_ systems.aspx?storyid=20100204233110equigdxzaS6G0o accessed February 18, 2010.
14 Stock Interviewhttp://www.stockinterview.com/News/03042007/molybderemnergyUS-pipelines.html
accessed February 13010.

®Marathonés Garyville Refinery in Louisiana.
18 hitp://www.texasalmanac.com/history/highlights/céitcessed June 26, 2010.
Blake,E.S.et.tal , fiThe Deadl i esslitense OmitadtStateseTsopical Cyclories fidm 1851 to

2006, 0 NOAA Techni cal-5 MelROT,&to/dvwwmnhdNnides . gov/BAENWSPC-5.pdf,
accessed June 5, 2010.

18 MATCO Services, Ing Hurricane/Water Damage Inspection Servités,://www.matcoinc.com/failure
analysis/hurricanewatefamageaccessed June 7, 2010.
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Lack of correlatiorbetweerrotating wind speedral the height of the storm surge

Forward speed of the hurricane

Angle ofstormattack to the shoreline

Coastal topography

Local bathymetry (slope of the Continental shelf). The swalalf waters off of Texas
enhance storm surge, for instance, while the significant ocean depths off of southeastern
Florida inhibit surge?

Too Joo oo o o

Wind Damage

Hurricaneforce winds have the power to transform ordinary objects and debrisigito
velocity propctiles. The ensuingamagecan take on a domino effect, bringing dotrees,
transmissioriowers,distribution poles, and cooling towers. Ewerderground utility linesan
be taken out byprooted trees The result of this type of damage can be {targrpower
disruptiors.

Because hurricanes rotate in a counterclockwise direchiersttongest winds a Gulf Coast
hurricaneusually occupnthe right side of the eyewallof thestorm Because of these
increased winds, the right eyewall of a humieas also the location of the greatest storm surge.
Wind speeddecrease significantignce the storm is over lamahdcut off from thesustaining

heat and moisturgrovided by ocean or Gulf waters. The strength of the storm and the speed
with which itmoves over water determine how far inland its winds will reach (see Figure 3)

Figure 3. Extent of Inland Winds from Category 3 Hurricanes
121 mlph Rotating Winlld Speed and ZQ_mphlﬁward Speed
Vi

L]
b
5—L | 1 i i bk

O =34K43%mph) I =50Kt58mph) O =84kt 7dmph) O =S0K92mph) 0 =95Kt010%mph) B =110kt 12 7mph)
Note: The rotating wind speed of a hurrieds distinct from the forward speed, which can vary significantly
The colors indicate the rotating wind speed of the storm as it travels inland.

Source: http://www.nhc.noaa.gov/HAW2nglish/wind/qulf 121.shtmlaccessed June 5, 2010.

9 Marshall,T., P.E.,On the Performance ofBldings inHurricanes: A Studfor the Saffir-Simspon Scale Committee, October

18, 2009 http://www.nhc.noaa.gov/testing/sshws/SSHWSrshall.pdf accessed June 4, 2010.

“’NOAA, Natiorm| Weat her Service, National Hurricane Center
F o r e ¢ ahitg:/Mmwwvgnhadnoaa.gov/sshws_statement.shamtessed June 5, 2010.

ZINOAA definesn argarezedabhnd or airgy of Gumulonimbus clouds that surround the eye, ewilightenter of a

tropical cyclone dttp://www.nhc.noaa.gov/aboutgloss.shtmlgecessed June 5, 2010.
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Approximately 50 miles inland from where Hurricane Gustav made landfall as a Category 2
storm,electrical poles were broken off, transformers were hangingeipgsin from broken
poles,electrical wies werdying on the roadwaysand long lines of utility poles @re leaning

towards the westThe majority of utility polesn the areavere no longer uprighft Gustav was

a slowmoving storm with a forward speed of 10 mph after making landfall. Hueikatrina

made landfall as a Category 3 storm with a forward speed of 22 mph, so its inland winds reached
further than Gustavds and resulted in more da

Definitions

In addition to identifying types of infrastructure and types of storm damage, tesigmation
also had to determine precisefiditions of hardening andesiliency Much of the existing
literature on the topiconfusa the twoterms ** This study seeks tdifferentiae the two terms
in order to identify the measures that industry hadeataken under each

Hardening involvesphysically changing infrastructute make it less susceptible to damage
from extreme wind, flooding, or flying debris. Hardening measures ineddpting new
technology, installing new equipment, construcpngtective barriersor changing
communications/IT at the facilityHardening usually requires significant investment by the
energy company. Some projects take years to complete; for example, larga@ani)
equipment may be brought in to build a nakedor levee. Sometimes the sheer magnitude of
assets involved (e.g., thousands of wooden distribution pelgsgires years of concerted effort
to upgrade.

Hardening improvesthe durability and stability of energy infrastructuneaking it better ableo
withstand the impacts of weather events without sustamiggrdamage.Actions taken by
industry to harden its assets include:

A Flood Protection
- Building/strengthenindperms, levees, and floaglls
- Elevating substations/control rooms/pump stations
- Relocatng constructng new lines and facilities
A Wind Protection
- Securingcooling towers
- Improving tank integrity
- Protecting cabling
- Protecting retail outlets
- Upgrading damaged poles and structures
- Strengthening polesith guying
- Burying power linesinderground

23Subra, W., AHurricane Gustav Damage Assessment, o Loui :
2008, http://leanweb.org/campaigns/hurricafpsstavandike/hurricanegustavdamageassessmerf.html,

accessedune 4, 2010.

% For example, see the National Infrastructure Advisory Council, Critical InfrastruRasiéienceFinal Report

and RecommendationSeptember 8, 2009,

http://www.dhs.gov/xlibrary/assets/niac/niac_critical_infrastructure resiliencepcéssed July 1, 2010
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A Modernization
- Deploying technology
- Upgrading electrical systems (e.g., with battery backup & uninterruptible power supplies)
- Installing/utilizing cogeneration
- Installing sset databases/tools
- Enhancing IT and telecommunications (e.g., addingnetdProtocols, phone lines, video
conferencing)

Resiliency, by contrastyefers tothe abilityof an energy facilityo recover quickly from damage

to any of its components or to any of the extesyatemsn which it dependsResiliency

measures do n@revent damage; rather they enable energy systems to continue operating
despite damage and/or promote a rapid return to normal operations when damage/outages do
occur. Hurricane resiliency activities can take the form of general readiness practices, or
measures taken in preparation for a specific storm. General readiness measures are those that
apply well to any storm situation, and may be considered best practices.-sptaific

measures are those that may be practical oreftesttive only when imgmented for a

particular event. Resiliency measures under these two categories include:

A General Readiness
- Conducting hurricane preparedness planning and training
- Complying with inspection protocols
- Managing vegetation
- Participating in mutual assistancegps
- Improving employee communicatiorand tracking
- Installing redundant communications
- Procuring nobile command vehicte
- Purchasing/leasing portable generators
- Prepositioning and previring portable generators
- Securing Hernate sources of gas supplies
- Purchasing or leasing mobile transformers and substations
- Procuring spare equipment
A Storm-Specific Readiness
- Maintaining mnimum tank volumes
- Wraming/protectng pumps &motors
- Securing gemption from evacuation orders
- Coordinating piority restoratiorandwaivers
- Securing fuel contracts for emergency vehicles
- Expanding deployment staging areas

Study Methodology

OE began itsnvestigationwith Internet searchegatheringinformation onkey topicsi
electricity transmission, electricity distribution, redries, petroleum product pipelines and
terminals, flood protection, wind damagad relevant codes and standards

Researchers identifieadility operatorghat would be appropriate for potentiaderviews, based
on the facilit ke®Sdthaast gasoline ane electmcipy aelivtery. nDeie to the

OE/ISER Final Report 8/16/10 9



Paperwork Reduction Act, OE was limited in the number of companies it could contact within
each of theenergy suksectorsDiscussions with the public utility commissions in Louisiana and
Texasconfirmed the interview selections and identified additional sources of information on
storm hardening in extensive dockets and Rhlttated surveys, studies, and university research.

OE coordinated wi Fossil EnergyPdlicy Bffice En@rfyyfInfooratiom f
Administration, the Government Accounting Office, and U.S. Department of Transportation
Pipeline and Hazardous Materials Safety AdministraifRiitMSA) and the Department of

Homel and Securityds Tr ans pndial tabstncluged Stdtec ur i t vy
agencies in Louisiana and Texas. OEbd6s tele
that energy companies are subject to multiple government requests for similar information.

A
p h

The interviewquestionsaaddressed:

A Physial changes (new equipment and/or retrofits) to harden facilities
A Best practices to improve resiliency

A Changes made to IT and communications to improve reliability

A Most costeffective improvements

A total of 14 energy companies were interviewed from Fepriimough April 2010. The

information gathered during the discussions is proprietary. This report draws on the discussions,
but does not reveal the source of any information unless an alternate open source is available.
Specific hardening and resilignplans, activities, budgets, and costs are footnoted.

Limitations of the Study

The purpose of this study is to gain an understanding of the hardening and resiliency efforts
undertaken by industry after the 2005 and 2008 hurricane seasons. It isgteahecate and
inform staff at DOE and other agencies. It is not intended to advocate a particular policy or
address specific actions or recommendations to industry owners and operators. Its focus is on
hardening and resiliency efforts undertaken biyegs, pipeline operators, and electric utilities

with transmission and distribution (T&D) assets. It does not address hardening and resiliency
efforts undertaken to support power generation, Gulf of Mexico offshore production, natural gas
processing, idustrial gas production, port operations, rail movements of ethanol and propane, or
waterborne movements of fuels via tankers or barges.

To minimize duplication of efforts by other government agencies and reduce burden on industry,
OE sought opesourceinformation first, and complemented that with telephone interviews and
email exchanges. No confidential information is revealed in this report. The report does not
attempt to quantify the benefits of hardening and resiliency. Where available, datestarzh
specific measures are provided.
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Petroleum Infrastructure

Refineries are integrated facilities containing processing units, storage tanks or terminals, feeder
pipelines, ports, control roomandIT/communications Some havelectricity cogeneitson

units on site. They are operated by thousands of employees and contractors. A dozen refiners
operate 33 refineries along the Gulf Coast (see Figure 4). These refineries have the capacity to
process 7.2 million barrels per day, representing 41 peot¢hne installed U.S. refinery capacity

in 2009%* Significant numbers of Gulf Coast refineries were shut down in both 2005 and

2008%°

A On the worst day in 2005 (September 25, 2005), 20 refineries with a capacity of 4.9 million

barrels per day were shdown in the Gulf

A On the worst day in 2008 (September 14, 2008), 15 refineries with a capacity of 3.9 million

barrels per day were shut down in the Gulf

Magellan

SourceSAIC, 2010.
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Figure 4. Major Refineries and Product Pipelines in the Gulf Coast Region
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24 calculated from EIA,

http://www.eia.gov/oil_gas/petroleum/data_publications/refinery _capacity data/refcapacitadtedsed June 11,

2010.

% More details on refinery shut down and restoration periods for each storm are provided in Appendix ‘Bables A

through A8 in Comparing the Impacts of the 2005 and 2008 Hurricanes on U.S. Energy Infrastr{itbreary
2009), http://www.oe.netl.doe.gov/docs/HurricaneComp0508r2.pdf
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During the hurricanes of 2005 and 2008, petroleum refineries alongith€@ast were subject

to flooding and wind damage that caused productisisut Refinery restarts were delayed by
extended power outages, as electric utilities struggled to work around their damaged T&D grid,
and the supply of crude oil, natural gas, amtlistrial gases necessary to resume production

were slow to arrive.

Pipelines provide another major link in the supply chain of petroleum products. A large number
of petroleum product pipelines in the United States originate in either Louisianaas (Eee

Figure 4). Recent mergers in the industry have further reduced the diversity among pipeline
operators.Two pipelines the Colonial and the Kinder Morgan Plantatiodeliver petroleum
products to the Southe&states Pars of Tennessee aresalserved by the Centennial pipeline.
Thesepipelinesshare common terminals with other pipelingsd as a resuitnpacts from

reduced rates and/or disruptianghe Gulf are often shared by all.

Many of the hardening and resiliency efforts undemadterefineries also apply to pipeline
terminals and retail outlets. To avoid redundant discussion, this study handles these assets
jointly. Where specific measures apply to only refineries, pipelines, or terminals, such
distinctions are made.

Petroleum Infrastructure Hardening

The hardening of petroleum infrastructure includes physical and structural improvements that
make assets less vulnerable to the damaging effects of strong storms and hurricanes. Refineries,
pipeline pump stations, terminals, rétitlets, corporate control centers, IT/communications,

and supporting facilities are all examples of petroleum assets that benefit from storm hardening.
Specific hardening activities that have been undertaken for petroleum infrastructure addressed in
this study include:

A Flood Protection
- Building/strengthening berms, levees, and floodwalls
- Elevating substations/control rooms/pump station
- Relocating/constructing new facilities
A Wwind Protection
- Securing cooling towers
- Improving tank integrity
- Protecting cabling
- Protecting retail outlets
A Modernization
- Upgrading electrical systemge.g., with battery backup and uninterruptible power
supplies)
- Installing/utilizing cogeneration
- Enhancing IT and telecommunicationgadding Internet Protocol, phone lines, video
conferencing)
- Updating asset databases and tools

% some refineries have electric utility substation(s) inside their fence.
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Flood Protection

Flood damage is the costliest type of storm damage and results in the longest disruption duration
for refineries, pipelines, and terminals. Triek of flooding is controlled by three maiypes of
structural barriers:

A Floodwalls, whichare often made of concrete or staetl are designed specificatty prevent
flooding from storm surge

A Leveeswhichare normally earthen structures designed to prolade protection from
seasonal higlvater The word dike is used loosely by the industry, but usually refers to a
leveetype structure.

A Berms, which, likeleveesare usually earthen structures. Unlike levees, however, lz@ems
designedspecifically for spill containment, with flood prat#gon as a secondary function.

Berms can be used to supplement levees, and are just as important for what they hold in (spills of
hazardous materials) as for what they hold out (flood wéfef$)e company that owns or

operates storage tanks, whether adfmery or a tank farm, builds a berm around them. The
dimensions can vary according to the engineering calculations of the amount of spill containment
needed. Levees and floodwalls are erected by the U.S. Army Corps of Engineers (USACE) as
well as byindividual companies. Where these structures cannot be erected, petroleum
companies have elevated critical facilities or relocate the facility above the floodplain.

Building/ Strengthening Berms, L eveesand Floodwalls

Most flood walls were built decadegjo to protect facilities located in the Gulf Coast. For
example, USACE built the ¥oot-high concrete floodwall that protects the BP, Marathon, and
Valero refineries, various chemical plants, and other facilities located near the Texas City port.
Thefloodwall runs along most of the port, and has side slabs that can seal the rest when
hurricanes hit. Impacted facilities have requested USACE to build-fofbtevertical extension

to the floodwall, raising it to 20 feet t&fl.

USACE also builtlhe Mississippi River levesystem, whiclprovidesflood protection to 15eet

for refineries located near New Orleans. A $14 billion effort to reinforce it, along with the local
floodwalls, is currently underway. By 2011, USACE expects to have ard&Gysten of

levees, floodwalls, gates, and pumps providing five New Orleans parishes wiyled00
protection?® In April 2009 USACE initiated a project teinforce the entire length of the Port
Arthur, Texasseawallfor $8 million.>°

Refiners built the floodwadls along the Houston Ship Channel and around Pascagoula to contain
a 100year storm surgéne refiner reported that a-1@ot-high, onehalf-mile-long floodwall

27U.S. Army Corps of Engineers (USACE)Management Meas ur e sallDliegeestaad Library:
D a m shttpd/www.iwr.usace.army.mil/index.phpccessedpril 28, 2010.

BKnown as t hettp:Mvwkemouis/pullications/biot_reader.php?BiotID=601

2U.S. Army Corps of Engineers (USAGH{Greater New Orleans Hurricane and Storm Damage Risk Reduction

System Facts and Figure®ttp://www.mvn.usace.army.mil/hps2/pdf/June_web 201Q.adfessed June 14, 2010.

3 Entergy Texas, Inc., "Economic Trerid&arch 26, 2009: State of Texasitp://www.entergy
texas.com/content/economic_development/docs/area_economic_updaiecpded April 22, 2010.
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was erected in 2004 for under $4 million. Flood control projects constructed from esath, st
and concrete are very expensive. ConocoPhillips has used a less expensive alternative called the
HESCO Concertainer (see case study).

Case Study: The Concertainer Floodwall

After Hurricane Katrina, the ConocoPhillips Alliance refinery in Belle Chdssaisiana
undertook a projedb provide interim flood protection using HESCO Concertainer units.
These units are lightweight, portable cellular structures made of a welded mesh framewgrk
lined with geotextiles. Filled with sand, earth, or gravel, threyigde flood protection. At the
Belle Chasse refinery, the units were used to Hlatatwall structures that ranged from threg
feet high and three feet wide to eight feet high and six feet widefladdvall structures wrap
around the entire refinery pereter, including the tank farm, with secondary structures bui§
around the most important control rooms and labs. In additiprotoedingflood protection,

the HESCO units also function as a spill berm and security barrier. Approximately eight fnil

of HESCO Concertainer units were used in total. HE&0@celtainers can also b#eployed
atop levees or dikds provide extra storm surge protection.

Source: HESCO web sitbttp://www.hesco.com/US_CIN/conoco.htm] accessed April 22, 2010.

Flood barriers provide strong defenses, and at least one refiner credits its dike with a quicker
posthurri cane restoration. Chevronds Pascagoul
Camille, and again in 18under Hurricane Georges. The destruction Georges caused was so

severe that it took three months for the refinery to return to normal production levels. As a result,
Chevron invested in a fivenile-long dike to protect the refinery. Despite significartalo

flooding from Hurricane Katrina in 2005, Chev
within six weeks'*

Although floodwaters have on occasion caused storage tanks to float off their foundations, direct
flooding is not always the greatest challerigced by refineries. In 2005, the Parthur levees
werenottopped but thewater supplyn the Lower Natchez Rivevas contaminated with salt

water, making it useless for refinery processes. Another hazard is that water can become trapped
inside theprotective berms, exposing tanks and equipment to the corrosive effects of salt water.

Elevating SubstationsfControl RoomsPump Stations

Storm surge in 2005 damaged the control rooms and pump stations of numerous refineries and
pipelines. When wtors and electrical equipment sit in brackish water, even for a few hours,
theysuffer irreparable damageéne way to mitigate this risk is to elevatéstations and

control roomsso that they are situated above the likely flood level. In many caselgublat

might be 15 25 feetabove ground

3 KennedyS.,A Pl ant n&mesiwilcaenst o f http:/fwenw.praeserviceicom/articles/2006/259.himl
accessed May 15, 2010.
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Although control room equipment is relatively light compared to other refinery equipment,
elevating substations and control rooms is a costly measure that refiners consider very carefully
before implementingThe expense varies significantly, depending on the size of the unit and

other specifications, such as how much power is carried and how much wind and storm surge the
unit is designed to withstand. According to one refiner, reported costs may range 68085

per square foot, based on the various attributes of the facility and the project design.

Some refineries have elevated their substations and control rooms as part of a larger
modernization effort. While hurricanes might not have been the primmgostus for elevating

the units, the storms provided lessons learned that guided decisions on how and where to situate
the units.

Other refiners reported that in cases where control room equipment has not been elevated, it has
been modified so it can beaved to safety in the event of an oncoming storm. At least one
refiner upgraded storm water pumps and improved draitfage.

In general, pipeline operators handle the risk of flood damage differently than refiners. Because
storm surge (with its corrosivelsaater), and not heavy rain, is what creates the most serious
flood risk, none of the pipeline operators reported any plans to elevate pump stations that are not
located in flood zones.

RelocatingfConstructing New Facilities

Petroleum companies Idea in the Gulf region face the reality that a direct hit from a major

hurricane could make their facilities unsafe for the personnel needed for critical operations. In
addition, local housing could become uninhabitable in a hurricane emergency, making it

necessary for staff to stay elsewhere. Of secondary importance to human life, yet still essential,
are the data network and control systems typi
assets would be devastating to any company.

Having accss to alternate facilities that are not only on higher ground, but in an entirely

di fferent region, may enhance a company6s abi
hurricane and in its aftermath. An additional level of hardening can be proyigdedving data

and key software to remote facilities and constructing secondary control centers outside the Gulf
region.

Several of the companies interviewed for this study reported that they have prepared alternate
sites in parts of the United States thet not vulnerable to hurricanes, either for business
operations, for the safekeeping of data systems, or for control centers. The rationale is that if
their Gulf facilities become damaged or unsafe, they can continue essential functions. For
example:

A BP hasarranged fom 500seatwork site atits Chicago locatiorior the use otlisplaced
Houston stafso that they canontinue critical operations in the event of a hurricawaéing

¥Fowler, Tared@éHoebioar i es Hausion Chronielgbeépt. 21,2p05e par ed, 0O
http://www.chron.condisp/story.mpl/special/05/rita/3362796.hiratcessed June 5, 2010.
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landfallin the Gulf regior’> The companyas alsanoveddata and kegoftware to
hardened data centemmovedrrom the Gulf region.

A ExxonMobil hagprocuredoffice space outside of hurricapeone regionsind has developed
contingency planfr the relocation okey personneh a hurricane emergencyrior to
Hurricanek e 6 s | a n d éssewntial enploy2ds Qvére relocated to its Dallas offite
addition, the company has planned for greater remote access to its network by increasing
network capacity.

A Chevron Pipeline Co. hasnstructed a secondargntrol centein Midland Texas. This
control centewas put into servicduring Hurricans Gustav and lke in 2008.

One alternative to creating auxiliary bases of operations in remote regions is the construction of
safe rooms on the sites of Gulf Coast facilitiesfe $@aoms can be built to withstand the 250

mph winds and storm surge of a Category 5 hurricane. They are equipped with remote operation
capability, and stocked with food, water, fuel, communications equipment, bedding, life rafts,

and medical supplies. Ithough the study did not find any evidence indicating that any

petroleum companies have plans for safe rooms, a number of them have been built by the Army
Corps of Engineers for use by essential personnel at the water pumping stations in the New
Orleans eea®

Wind Protection

Although hurricaneforce windsare not as destructive to petroleum infrastructure as flooding,

they still can cause severe damage to refineries, pipeline tank farms, and retail outlets. Any unit
that is not underground is potentiallylnerable to the powerful lifting force of wind or the

flying debris that comes with it. Especially prone to wind damage are cooling towers, empty
storage tanks, and overhead or unprotected cabling.

Securing Cooling Towers

Cooling towersvary dramatally in size depending othe requireccooling load They are

often comparable to a twto fourstory structure, depending on whether the shrouds are taken
into account.Hardening a cooling tower against hurricane damage is a major challenge.
Constuction is nodurable; the shrouds of a cooling tower are typically made of fiberglass,

33 BP, Frontiers, Issue 21, April 2008: Global Insights,
http://www.bp.com/sectiongenericaittado?categoryld=9023212&contentld=70431&2d

Lang,K., BP Vice President for the Gulf of Mexich,Af t er t he Stor méo Undated presen
http://www.rice.edu/energy/pubhtions/docs/KennylLang_katrina.pdccessedypril 22, 2010

¥ExxonMobil. fAOverview of ExxonMobil storm preparation,
http://www.exxonmobil.com/corporate/communigafety er_storm_preparation.asard
http://www.exxonmobil.com/corporate/news_features 20090227 stormsaas@ssed June 1010

% Chevron,Developing Partnership2008 Corporate Responsibility Report
https://chevron.com/globalissues/corporateresponsibility/2008/documents/Chevron_CR_Report_2008.pdf

p. 22 p. 24,accesseiay 15, 2010

% Jefferson Parish, State of Louisiadafferson Parish Post Katrina Flood Protection Plan Upd&t&ears Later

September 17, 2008ttp://www.jeffparish.net/downloads/3753/6386

KatrinaFloodProtectionUpdate3YearsLater,@tfcessed May 15, 2010.
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which sit atop a timber or metal structure. If the fan blades inside the cooling tower are not
secured, they can be launched from the tower, becoming airborne migxil#sg Hurricane

Rita, this mishap occurred at multiple refineries. Without a fan, the cooling tower is useless. For
this reason, and because of the danger posed by flying fan blades, securing the fan blade is
considered the most important compondrgtorm-hardening a cooling tower.

Depending on the force of the wind, it can also damagms$ationpacking insidea cooling
tower. Thereare limitations to whatanbe dondo protectthe towerdrom this type of damage,
because by desigheyhaveto allow air flow.

During the storms of 2005, the shrouds of numerous cooling towers were extensively damaged at
refineries, chemical plants, and power stations (see Figure 5). In some cases, the damage was
caused by launched fans. Aerial photograghadustrial facilities in the Port Arthur area after
Hurricane Rita in 2005 revealed the extent of cooling tower failures (see Table 1).

Table 1. Cooling Tower Failures Figure 5. Damaged Cooling Tower Shroud
Location Facilities Percent ‘ a ™ - e -

Port Arthur Refineries 50 3%

Port Neches Refineries 54 .

Bridge City Power plants 44

Orange Chemical plants 36

Source: Statistical analysis of aerial photographs of coolip
tower damage and shroud failures in 2005 in NIST
TechnicalNote 1476,Performance oPhysical Structures
in HurricaneKatrina andHurricaneRita: A

nist.gov/investigations/pubs/NIST_TN_1476 ExecSum. Scj ence and Engi neering, 0
pdf, accessed April 22, 2010. http://iwww.nsf.gov/nsb/committeesthive/hurricane/1/sunder.p(

. . . .| [BASF Fina Plant in Port Arthur, TX; photo fro@hristopher
Several of the refiners interviewed for this | Letchford.

report have installedew braces tgtopthe
fan bladesfrom launching and damaging the shrouds.

To prevent wind damage at its facilities, Valero has installBen Locko immobilize the fan

blades in its cooling towers. This device locks mechanical equipment, including the fans, inside
a cooling tover so that they will not rotate in high winds atamage the shrouds.

Improving Tank | ntegrity

According to an estimate by one refiner, a complete rebuild of a destroyed storage tank could
cost $65 $80 per barrel, an estimate that includes tankfamadation construction, but not

electrical and other expenses. Although total destruction of a tank is more likely to be caused by
flooding than by wind, high winds can cause significant damage, and repairs can also be costly.
Tanks are often insulateéd keep contents at a particular temperature so that products can be
easily transferred through piping and equipment. In 2005, extreme winds along the Gulf Coast

37 Cooling Towers of Texa$i F a n  |htp@¢/Mavw @oolingtowersdéxas.com/fanlock.htmhccessed April 22,
2010.
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ripped through the outer walls and roofs of both Figure 6. Wind Girders on Tanks
cylindrical storage tanks and LPG sphesey)
damaged not only the outer shells, but also thg
insulation underneatff.

One relatively inexpensive way to harden storg
tanks against wind damage is to install wind
girders. These simple attaments are rings that
encircle the storage tank, either singly orina s
of two. Dependingon expected wind speeds (tw v
are needed for winds greater than 120 mipiey | sourceExxonMobil.
reinforce the structural integrity of the tank,
which helps to prevent collapsH. desired, wind girders can be designed as walkways for

personnel access around the top of the tank (see FigWhér) girders are available from

various vendors, and are custom designed for each tank, based on size, anticipated wind load,

and other custaer requirements. Best practices for the selection and installation of wind girders
are outlined in APl 650, which is the America
steel tanks for oil storage.

Many of the tank operators reported thatythaveinstalled wind girders to their tanks. Costs
vary on a tanlby-tank basis, but are generally ce$fective. One refiner reported spending
$1.00- $1.30 per barrel of tank capacity for larger tardasne of which can hold 150,000
200,000 barrelsr more

Protecting Cabling

In a refinery, pipeline pumping station, or terminal, the component that is most vulnerable to
wind damage may be the overhead cabling infrastructure. High winds can bring down electrical
and instrument cables entirely or yhean cause cables to touch, which can also result in damage.

Several hardening measures can be made within the refinery gate to address these risks. First,
transmission cables can be insulated in such a way that if they do touch, there is no adverse
effect. Secondly, electrical and instrument cables can be taken down from overhead towers and
poles, and secured in an aboveground metal tray appropriately called a cable tray. A third
alternative is to bury the cabling underground. Protective finishexgpated to cable before it

is installed underground or in cable trays. In many cases, a combination of approaches can be
used.

¥ valero Port Arthur, ExxonMobil Beaumont, and Motiva Port Arthur were cited in NIST Technical Note 1476,
Performance of Physical Structures in Hurricane Katrina and Hurricane Rita: A Reconnaissance Rampsrt

2006, http://www.bfrl.nist.gov/investigations/pubs/NIST_TN_1476 ExecSum,jpdtessed Apr2,2010.

¥Ccarucci, V., fiChanges iWededh®e¢els65DanlEs$ efCarmaglieled$St o oage, ¢
Report Carmagen Engineering Inklarch 2010 accessed June 22, 2010.
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TheNational Electrical Manufacturers
Association(NEMA) providestechnical
requirements concerning the construction,
testing,and performance of metal cable tray
systemg? At least two of the companies
reported that they have installed cable trays
to protect their lines from wind damage. On
company specified that it had moved sever;
miles of overhead wires to cable trays (see
example in Figure 7).

Figure 7. Cable Tray in a Refinery

Several other companies reported that they
had Aundergroundedo
at least one uses colored concrete to mark
exact placement of the cables.

Protecting Retail Outlets il il

technology.com/projects/napanapaécessed April 14, 2010

Functional fuel retail outlets are essential fd
a successful evacuation, an efficient recovery

effort, and the timely return of the people who evacuated. Wind damage, however, can shut
down these dical assets.

The canopies that are typically built to shelter the pumps have proven to be particularly
vulnerable to hurricane winds. Canopy failure during recent hurricanes has been attributed to
several causés. In some cases, the pressure ofilied created hinges at the base of the

columns. In other cases, the wind forced a foundation pullout. In still other cases, the wind
caused breakage at the joints between the columns and the beams. These failures were primarily
due to weak structural dgn; most of these canopies were supported by only a single row of
columns. Maintenance lapses were also identified as the cause of certain canopy failures.
Internal drainage can corrode the support structure, making it brittle and susceptible to wind
damage’? When the canopy collapses, the pumps become inaccessible. One possible way to
harden against canopy collapse is to build these structures with two rows of columns instead of
one. According the National Institute of Standards and Technologypieanaith two rows of
columns performed far better, with only a few failures identified.

In addition to the pump canopies, the store structures are also subject to debilitating wind
damage. Many retail outlets have large windows, which can easily benbogKlying debris.

When powerful winds are then allowed to enter the building, an upward force is created, which
can threaten to lift the roof off of the structure. The simplest way to harden against this risk is to

0 National Electrical Manufacturers Associatitsetal Cable Tray Systembttp://www.nema.orgisis/vel.cfm
accessed April 1 3, NENALPohblishes VE 208EMétal Cabte Wiray, Sysiem®
http://www.nema.org/media/pr/20091008a.¢cBucessed April 13, 2010.

“INIST Technical Note 476, Performance of Physical Structures in Hurricane Katrina and Hurricane Rita: A
Reconnaissance Reppdtune 2006http://www.bfrl.nist.gov/investigations/pubs/NIST_TN_B1ExecSum.pdf
accessed April 22, 2010.

*2 Ibid.
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shutter the windows before the agiwf a storm. Historically, the most typical method for
shuttering retail windows would be to board them up with sheets of plywood. Although this
method is relatively inexpensive, it is also tieensuming and physically strenuous.

At least one fuel quplier has implemented a neshiutter progranfor its retail storeslt provides
the stores with lrricane shutterthat aredesigned to allow for fast installatiowhich is
managed osite by store personnel. These are portabidtersvith connection sgtems
permanentlysecured to thbuilding. Shuttershave been installed or stored siteat this

S u p p lcampanydwnedstores on th&ulf Coastas of March 2010 Thenew shutters are
installed much more quickly and easily than plywood bodralstheyare costly The company
estimated a price tag in thenge of$5,000$12,000 per sitedepending on size of the store

Modernization

Thepetroleum industry expanded through #8&0s then went through a period of consolidation
after the oil crises af973 and 1979 Industry consolidationmitiatedthe sale or closure of
redundant facilities, including terminal facilities, which led to reductions in inventory and system
flexibility. Almost 50 refinerieshaveclosed over the la®0 years, and no majoefineries have

been builtsince 1976 althouglihére has beenraodesincrease in capacity as a result of
expansion of existing, larger refineri@® compensate fahe aging infrastructure, companies

are using updated electrical systems and modern edsaunich as efficient esite cogeneration

and upgraded technology in refinemyd pipelinecontrol rooms.Companies are usingew
technologiessuch as athodic protectionvhich reduce corrosion to extend the life of their

storage facilities

Upgrading Electrical Systems

The electrical system is a vital component of petroleum refining and distribution. It is also the
part of the refinery that is most susceptible to damage from hurricanes, usually caused by
flooding from storm surge. One way that canfes have hardened their facilities is by

upgrading the electrical systems to make them more efficient and less susceptible to damage.
Improvements include installing new or additional substations, upgrading power distribution
systems, installing new lakers and transformers, and using advanced electrical power
monitoring systems. Some of the companies interviewed have also installed new high voltage
transmission lines into their refineries. Other facilities on the Gulf Coast have installed
permanent bBckup generatofer use inadminstrativebuildings, control centerandemergency
operationscenterdo supporta safe shutdown amécovery These generators atesigned to
suppot personnel andistributionsystems at control centeaind are not mew to run the

refining equipment

Some companies have reported using uninterruptible power supplies (UPS) and battery backup
systems at refinery control rooms. A UPS is a device that uses energy storage technologies to
provide emergency power during amage. The main function of a UPS is to facilitate an

orderly, rather than sudden, shutdown of computers or process equipment at the facility. UPS
systems also aid in the transition to an alternate power source. Most-batibigd UPS

systems are desigd to provide power for 15 minutes, or slightly longer, until power is restored

or a backup power source is brought online. However, one refiner reported the use of a UPS that
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can provide sufficient power to operate the control room for 24 hours wighdytower.

Uninterrupted power is essential in part because computer data must be saved before a lengthy
outage since preserving data aids in the recovery process. Even a momentary disruption can
damage equipment, data, or processes in controlroom& Mef or e, a facility w
on the UPd'?s, operating directly off of the UPS battery system while the UPS is constantly charged

by the grid:

Installing/ Utilizing C ogeneration

Twenty-five Gulf Coast refineries have ¢ocated electric generatidacilities** The industrial
gas plant beside the refinery may be the owner/operator, or the electric utility may be the
operator, but the majority of generation facilities are owned and operated by the refinery.

The vast majority of these powgenerang unitsi those at 21 of the 25 refineriesare

cogeneration systel3A cogeneration system uses fia commot
el ectricity and steam for ot he% Mastrafiseriesr es ul t i
have multiple ung that range in size from 4 MW to 285 MW and generate an average of 50

MW* A Lake Charles, Louisiana r elocatedelecyrici s ho me
units. Two of its three power units entered service in 1942. Many of the larger units in the

region (those greater than 100 MW) came online in the 1990s or 2000s.

Cogeneration facilities may not make a refinery-safficient. Thirteen of the 25 refineries

consume more electricity than theirloezated power units can generate, i.e., they afi n e t
purchasers. o -Ocaled/povielfacitities ptoduee mdré electacity than the
refineries demand, i.e., they are fAnet suppl.i

It would seem, intuitively, that a refinery with an-site source of power would be better

equippeda deal with a natural disaster than a refinery that depends on an external source for
electricity. All of the interviewed refiners had cogeneration in one or more Gulf Coast facilities
but none attributed a faster recovery or hardened operation todgeimaration plant.
Furthermorean anal ysi s of sever al Gul f CidHarscaner ef i ne
Rita in 2005 and Hurricane Ike in 200§ielded inconclusive results. The analysis considered

the six refineries in the Port Arthur/Lakiharles regiomas reported daily in OE Situation
Reportssee Table 2). Two weeks after Hurricane Rita made landfall in 2005, all six refineries
remained shut down. Two weeks after Hurricane Ike made landfall in 2008, refineries with
cogeneration farednly marginally better. Refineries with sufficient cogeneration capacity to be

a net supplier recovered more quickly in 2008 than in 2005, but that may be due to less damage
to Lake Charles. Cogeneration facilities existed in both years, but perhapsitledyeen

improved. At least one refiner indicated thahgtalled new circuit akers,newcabling,new

“DOE,Di stri but ed Prowading Critiéar Eoaygy mfrastruciure and Helping Communities Recover
from Disaster with Distributed Energy AssetBecember 27, 2005
http://www.sentech.org/pdfs/DE%20Protect%20and%20Recoveapckssed June 22, 2010.
;“5‘ Calculated from Energy Velocity data retrieval, December 12, 2009.

Ibid.
“5 DOE/EIA Glossaryhttp://www.eia.doe.gov/glossary/glossary_c.htatcessed February 18, 2010.
4" Calculated from EIA861 data, accessed February 18, 2010.
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transformersandtwo 2-MW portable generators foné cagpbility to startup thecogeneration
plant

Table 2. Status of Refineries in Port Arthur/Lake Charles Two Weeks after

Hurricanes
Refiner Location Cogeneration | Rita (2005) Ike (2005)
Calcasieu Lake Charles, LA Net Supplier Shut down Operating 2 days
Shell (Motiva) Port Arthur, TX Net Supplier Shut down Reduced 2 days
ExxonMobil Beaumont, TX Net Supplier Shut down Shut down
Citgo Lake Charles, LA Net Purchaser | Shut down Reduced 14 days
Valero (Premcor) Port Arthur, TX Net Purchaser | Shut down Shut down
Total Port Arthur, TX None Shut down Restarting

Sources: OE/ISER Situation Repof$A-861 Annual Report

Enhancing IT and Telecommunications

Hurricanes often severely |Iimit or completely
critical information both internally and to other organizations and employees. Several

companies havenbanced their IT and telecommunications infrastructure in preparation for

storms to help ensure that communications remain operational in emergencies.

After Hurricane Katrina, Valero set up 20 satellite phones and about 40 cellular and radio phones
to communicate between its San Antonio, Texas refinery and its St. Charles and Krotz Springs
refineries in southern Louisiandn addition, Valero set up connections in San Antonio to an
Internet ProtocollP) phone switch at the St. Charles facility to supporte communications.

Valero also installed satellite communications that enablect@rtamunicate with 14 retail

stati%ls located between New Orleans and Lafayette, as well as with three in the Shreveport
area

Other companies reported installingdRone systems and additional analog phone lines to serve
as backup. Cellular carrier and radio transmission antennas were also added to some company
buildings, and satellite communications have also been employed. One company reported the
installation ofwiring to allow handheld satellite phones from an operations building during

severe weather. Another reported the use of small portable satellite communications systems
that can be easily deployed where necessary.

As part of Exx on Motheyhadesecsredahe use qf saeelfitea r a t i
communications and increased the number of people who can connect to their system
simultaneously?

A Aft er HerdBnergy turns td/satelliteanmu n i ¢ LonmpwtenV¥orlgdetember 8, 2005,
http://www.computerworld.com/s/article/104477/After Katrina_Valero_Energy turns to_
satellite_communicationgaccessedJune 22, 2010.

“E x x 0 n M@\eiviéw, of EkxonMobil storm preparatiprd
http://www.exxonmobil.com/corporate/community _safety er_storm_preparationaas@sedJune 22, 2010.
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Installing AssetDatabasesand Tools

The ability to monitor critical facilities, such as pipeline networks, reedtablish productio

quickly in the event of damage is a key component of hurricane preparation and réaothesy
petroleum industry. One way that companies monitor their assets is through the use of
SupervisoryControl andDataAcquisition (SCADA)systems. SCADA systems are comptiter

based industrial control systems used to collect data and exercise control from a remote location.
They are used in the pipeline industry to collect data from sensors in real time and relay that
information to controlles. Controllers can then remotely operate pipeline equipment such as
valves and pump¥. Satellite technology is frequently useddtmvide high quality connectivity

for SCADA applicationsn the pipeline industry since it provides reliable communicatiensn

in harsh environments.

BP uses a SCADA system with statiethe-art satellite communications, complemented in some
areas by terrestrial circuits, radio links, and dial backup phone lines. Every seven to 10 seconds
it gathers more than 38,000 datoints from over 300 locations, showing changes in fluid levels,
pressure, flow, temperatures, gravity, alarms, security, pump speeds, hazardous atmosphere, and
other critical readings. The general location of pipeline irregularities can most often be
determined relatively quickly by a skilled pipeline controller who can then close valves, isolate
problems and make repafs.

The use of Geographic Information Systems (Gd)ecoming more comman the petroleum
industry asatool for analyzing and dispying infrastructuredata. For exampleGIS programs

can be utilized to monitor the catidn and flow of pipelines during and after a hurrica@me

of themost difficult jobsafter a hurricanés damage assessmef@IS toolscan play an

important roéin shortterm recovery efforts bgnapping damaged facilities, the type and amount
of damage, and priorities for actioh At least onecompany, ExxonMobil, uses a Glsed
generator tracking system to monitor the location and status of deployed pgetadtators?

Updates have also been made to rules that regulate the operation of control rooms, where this
technology is most often located and operated. DOT/PHMSA administers Control Room
Management (CRM) rules that applydperators of pipeline &lities with a controller who

monitors and operates all or part of a pipeline facility through a SCADA system. Each operator
must follow written control room management procedures as detailed by the rule. The amended
rule, effective February 2010, enssitieatcontrol systems are matched to human capabilities

and limitations, including fatigue managememhe amendmentrea result of National

0 NTSB, Supervisory Control and Data Acquisition (SCADA) in Liquid Pipelines, Safety Study NTSESS,
November 29, 20Q%ttp://www.ntsb.gov/publictn/2005/ss0502.p@dtcesed Mayl7, 2010.

1 BP, http://www.bp.com/liveassets/bp_internet/globalbp/STAGING/global_assets/downloads/B/BPM_05two_
pipelines.pdfaccessed May 17, 2010.

*2 ESRI,AGIS Technology for Disasters and Emergency Managemidiaty 2000,
http://www.esri.com/library/whitepapers/pdfs/disastermgmt.adéessed May 12010.

%3 Xterprise,fiExxonMobil Global Location System (GLS) Provides Detailed Tracking of High Value Mobile
Assets 0 u nhit@/fMwevdxterprise.com/Files/Cases/SuccessStory XOMandessed Mag 1, 2010.
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Transportation Safety Board (NTSB) investigations adtualpipelineaccidentsduring which
the NTSB identifed key root causes and then proposeddieas for potential improvemetit:

A Controller display graphics
A Alarm management

A Controller training

A Controller fatigue

A Leak detection

The new regulations contain specific requirements for operators to desigpexate their
SCADA system to take specific account of these improvement areas and what is needed by the
controller to properly do the job of keeping things operating safely and responsibly.

Petroleum companies can draw upon databases and tools madblamsilregulatory agencies.
In Texas, for instance, the Railroad Commission maintains a comprehensive critical
infrastructure/key resources database of aband underground storage, including the Strategic
Petroleum Reserve, and meter and pump statfoibe Texas Commission on Environmental
Quiality (TCEQ) developed and maintains interactive databasesvinonmental emergency,
discharge, spill, or air releaffem refineries and above ground storage tafks.

Petroleum Infrastructure Resiliency

Improving the resiliency of petroleum infrastructure involves activities that enable refineries,
pipelines, terminals, and retail outlets to continue operating despite damage. It also involves
increasing the facilityods rapidlpioatagesydodcaur. r et ur n
Petroleum companies may take resiliency measures as general precautions, or they may take
them in preparation for specific storm events.

General Readiness

General readiness activities are geared toward preparing refinergs)gspterminals, and

retail outlets to recover quickly from damage from flooding, extreme winds, and other impacts
from storms. Because such activities are considefedtiveagainst any storm event, they may
occur before hurricane season or througlhloe year. They include:

A Conducting hurricane preparedness planning and training
A Complying with inspection protocols

A Improving employee communications and tracking

A Installing redundant communications

A Procuring mobile command vehicles

A Purchasing/leasingportable generators

*Ampactof New PHMSA Contr ol Ro oRipeliea&GasJeumalAptil 2000 | e s, o
http://pipelineandgasjournal.com/imgtnewphmsacontrolroontmanagementules?page=shovaccessed June
22, 2010.

®Railroad Conmi ssi on of T e hipg/wwwiirddate ixtus/aBaRtndex.plazcessed June 22,
2010.

%6 Texas Commission on Environmental Quality, Agency Response to Events, Spills
http://www.tceq.state.tx.us/response/spills.hakcessed June 22, 2010
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A Pre-positioning and pre-wiring portable generators
A Securing alternate sources of gas supplies

Conducting Hurricane Preparedness Planning and Training

A hurricane preparation plan is the rglri mary c
storm resiliency.Each plan lays out the steps necessargitomize the potential impact to the

facility from an approaching storm. Typically, plans ereiewedfor effectivenessindupdated

aftereach hurricane.

The refinery and pipeline operasanterviewed for this study all confirmed that they maintain
confidential hurricane preparedness plans. The companies would not share their plans with
DOE, but they do share information with members of their trade organizations, the American
Petroleum nstitute (API), theNational Petrochemical & Refiners Association (NPR#Y)d the
Association of Oil Pipe Lines (AOPL). API and AOPL are not as focused on hurricane planning
as NPRA, whicltompiledthelessons learned frothe 2005 hurricane season intplanning

and crisis responsguidefor operators of refineries and petrochemical plaiise NPRA

Hurricane Security OperationSaddresses both prairricane planning and recovery operations,
and outlines specific steps to best prepare for a hurricaael éble 3).

ExxonMobil has extensive hurricane preparedness plans that include procedures for preparation,
response, and recovery.pproximatelytendaysbefore projectetiurricane landfall, personnel

and equipmenpreparations are started, includingviel outof potentially impacted area$

Preemptive inspections and preparatitake place within approximately seven days from

landfall. About four days from landfall, coastal refineries that may be affected by the storm are
shut down if necessary,erhi f t ed t o fagaldcebutpud stake dhat imadpd @nserve
crude oil and other key supplies that may be interrupted by the.Ztorm

Shell and Motivalsofollow a phased approhador storm season preparatioris.advance of a
storm they cansiderall critical plant functionsincluding computing services, communications,
utilities, crude oil deliveriespetrochemical feedstockgroduct distributionhealth, safety, and
environment Theyhave on duty at all times a workforce that can ogesiatd maintain a facility
safely, or if need be, shut down the units in a safe and controlled m&hagralso have
designated teams thstay behind during a stormThese teams represeninix of expertisg
includinglogistics, security, site supervisicandemergency medical skilfS.

Chevr onds P a shastiegmeditaldirstresgonderseandy25 nationally certified
Emergency Medical Technicians on staff for medical emergeridiey. also have an
Emergency Response Tednmatincludes 80 employevolunteers whaompletel50 hours of

*"NPRA, Hurricane Security Operationsay31, 2006

http://www.npra.org/files/hurricane_security operations,mtfcessed June 22, 2010.

%8 ExxonMobil, http://www.exxonmobil.com/corporate/files/news_pub_lamp_2P@®if accessed May 4, 2010.
*E x x 0 n MWwbat we do when storms hit haid,

http://www.exxamobil.com/corporate/news_features 20090601_storm_preparsessed May 4, 2010.

€0 Shell, http://www.shell.us/home/coant/usa/aboutshell/media_center/storm_center/shell_motiva_prepared/
onshore/#wrappeaccessed May 5, 2010.
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specialized training each year to respemémergency situatiofS Ex x on Mo bi | 6 s Bayt o
refineryand Chemical Plant hawesimilar arrangement wit80 emergency response volunteers
who are required to complete a ririum of 80 hours of training per ye&r.

Table 3. Typical Petroleum Industry Emergency Response Plan Elements

A Establish an emergency management team
- Appoint a senior official as team lead
- Participate in daily calls
- Setroles and responsibilities for responders
A Assess facility security
- ldentify critical sites that require security
- Issue company badges and authorization letters to first responders
- Detail the steps to secure critical sites, gates, and equipment
- Itemize and stock supplies and equipment, including portable generators
A Enhance logistics
- Provide security supplies and equipment to ride-out staff
- Prepare for transportation needs, e.g., fill vehicle tanks, strategically position vehicles,
prepare for convoy needs, obtain magnetic signs with company logo
- Stock extra chains, padlocks, battery-operated lights, and spare parts
A Ensure reliable communications options
- Incorporate all modes, e.g., landline, cell, satellite, walkie-talkies, blackberries
- Authorize Wireless Priority Service on key cell phones and Government Emergency
Telecommunications Service (GETS) cards
- Update and distribute paper copies of contact information
A Coordinate with key personnel
- Educate employees to prepare for extended shelter-in-place periods
- Secure temporary lodging for displaced employees and their families
- Have medical personnel on-site for first aid and immunizations
- Set up hot-line or website for employee status reports
- Arrange cash payroll and dispense emergency funds
A Maintain relations with communities and governmental agencies
- Evaluate in advance governmental transportation permit requirements
- Assess emergency procedures, evacuation, and search-and-rescue plans
- Refuel State emergency vehicles and share food and water to win cooperation
- Meet with electric utilities providing power to key assets

Source: Adaptefom NPRA,Hurricane Security Operations, May 31, 2086dExxonMobil, What we do when
storms hit hardhttp://www.exxonmobil.com/corporate/news_features_20090601_storm_prepaaspssed May 18,
2010.

Complying with Inspection Protocols

Regular inspections of petroleum refineries, terminals, and pipelines indicate whether equipment
is properly functioning before a hurricane stakerhese inspections often occur during
maintenance or turnaroun@fs Even though not every unit at a refinery is impacted during each

%1 plantServicesPlant Services names its Plant of the Y&#p://www.plantsendes.com/articles/2006/259.html
accessed May 1®2010.

%2 ExxonMobil, Emergency preparedness and respanmtse://www.exxonmobil.com/NA

English/about_where_ref bt emergp@spx accessed May 4, 2010.

83 A refinery turnaround is a planned, periodic shutdown of one or more refinery processing units (or possibly the
entire refinery) to perform maintenance, inspection, and repair of equipment and to replace process materials a
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turnaround, refineries are typically shut down (totally or partially) for maintenance that is
scheduled at least onetoro years in advance, and can last one to four wieks.

Refinery, pipeline, and terminal operatéofow inspectionrelated codes, standards, and
recommended practicegveloped and publishdy API. Other organization%.g., the
American National Sindards Institute (ANSI) and the International Organization for
Standardization (ISOgre encourageid adoptA P | codes, standards, and recommended
practices.

The selected API codes, standards, and recommended practices in Table 4 address inspection at
refineries, pipelines, and terminal8P| sponsors aimdividual Certification Prograrto certify
inspectors responsible for enforcing Codes 510 and 570 and Stand&rd 653.

Table 4. Selected API Inspection-Related Codes, Standards, and Practices

APl No. |Title

Code 510 |Pressure Vessel Inspection Code: In-Service Inspection, Rating, Repair, and Alteration
Piping Inspection Code: In-Service Inspection, Rating, Repair, and Alteration of Piping

Code 570

Systems

RP 571 |Damage Mechanisms Affecting Fixed Equipment in the Refining Industry

RP 572 |Inspection Practices for Pressure Vessels

RP 574 |Inspection Practices for Piping System Components

RP 575 $uic|i(e|ines and Methods for Inspection of Existing Atmospheric and Low-Pressure Storage

anks

RP 576 |Inspection of Pressure-Relieving Devices

RP 577 |Welding Inspection and Metallurgy

RP 580 |Risk-Based Inspection

RP 581 |Risk-Based Inspection Technology

Std 598  |Valve Inspection and Testing

Std 650 |Welded Tanks for Oil Storage: Tank Inspection, Repair, Alteration, and Reconstruction

RP 651 |Cathodic Protection of Aboveground Petroleum Storage Tanks

Std 653  |Aboveground Storage Tank Inspection, Repair, Alteration, and Reconstruction

Std 2610 |Design, Construction, Operation, Maintenance and Inspection of Terminal and Tank Facilities

Notes: RP =recommended practice; Std = Standard
SourceAdaptedfrom API, Standardshttp://www.api.org/Standardsaccessed May 18, 2010.

Most petrol eum c¢ o marmanended practiced ahdestandaxd? fegasding e
inspections. Inspections of aboveground petroleum product storage tanks (exceeding 50,000
gallon capacity) are defined WPISt a n d a Weklde@ St€el| Tarks for Oil Storag 0 The
frequency and specifics die inspections vary greatly based on the conterntgedank, the

corrosion rate, locatiomgcal regulationsand other factorsNormally, the scheduleof

inspections iset up at the time of construction and a ree®kept of inspections, includingg
modifications repairsor changs of service®

equipment that have worn out or broken, in order to ensure safe and efficient opestiersA,
www.eia.doe.gov/oiaf/servicerpt/refinery outages/SROOG2007QlaprHssed June 1, 2010.

% API, Refinery Turnaroundhttp://www.api.org/aboutoilgas/sectors/refining/refinémynaround.cfmaccessed
May 18, 2010.

5 API, IPC Programs ibetail, http://www.api.org/certifications/icp/programs/index.¢fatcessed May 18, 2010.
8 NCPCM. http://www.ncpcm.org/pdf/ASTMnual012010.pdiccessed May, 2010.
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A Routinein-service externahspectionsareconducted monthly

A Turnaround inspections are conducted by anéd?lified inspector at least every five years,
and look forleaks bulges corrosion settlemety andbrealsin coatingand insulationas well
asmonitor cathodic protection systems

A Internal inspectionsf thebottom plates for corrosion and leak® conducted at least every
20years

There is very little regulatory oversight of hardening andieesly efforts at refineries and
petroleum pipelines. The Federal Energy Regulatory Commission (FERC) oversees interstate
pipeline movements, but is more focused on the pricing and monopolization of the market. The
PHMSA maintains mor¢han 75 fulitime pipeline inspectors the field toinspect interstate
pipelines and enforce compliance witbderalpipeline safety regulationd-lowever,the

majority of pipeline inspections are carried out3gte inspectors who work f@tate regulatory
agencies

For pipelines, inspections are dictated by Fedavalwhichrequireshatrights-of-way are
visually inspected at lea26 times a yeagither by walking, driving, or flying the course, or by
other appropriate meafi$ At intervals not exceeding five yesa operators must also inspect
each crossing under a navigable waterway to determine the condition of the ctosiejine
operators may enforce their own, more stringent inspection programs. At least one dpBrator,
performs manned aerial inspectimf both righs-of-way and pipelines2 times a yeaf® They

are currently investigating the possibility of performing multiple inspections per week using
unmanned aerial drones.

Improv ing EmployeeCommunications andTracking

All of the refinery and geline operators interviewed for this study indicated that the safety of
their employees was paramouithese companies provide shelter, food, supplies, and
communications services to assist employees and speed recoveryhavbeywmerous methods
of keging track of their employees and communicating with them before, during, and after a
hurricane. These methods include websites, hotlines, and media channels, and are aimed at
ensuring employee safety and enabling a quick and coordinated responsstafterteas

passed.

Marathon assisdmore than 650 employees and their famillepacted by Hurricane Katrina
throughdonatons offood, water, generatgrand other household item# addition, heyset up
temporary housing faemployeesvhose homebadbeen damaged or destroyeadprovided
employees with interedtee loans up to $10,000 to assist in their recovery effohgrathon
hassince developedwaebsite www.MarathonCares.comvhich serves aan empbyee

8" PHMSA. http://primis.phmsa.dot.gov/comm/InspectionEnforcement,. bbeessedanuary 132010
% CFR 195.412 Inspection of rightd-way andcrossings under navigable waters (last amended June 28, 1994)
http//ecfr.gpoaccess.gov/cgi/t/text/texix?c=ecfr;sid=d6823325054b0559253dee57ebcc3067;rgn=div5;view=
ggxt;node:49%3A3.1.1.1.7'idno:49;cc:ecfr#49:3.1.1.1.7.6.213(&:@:ssed January 13, 2010

Ibid.
"0 http://www.bp.com/sectiongenericarticle.do?categoryld=90232128&contentld=7 04312
http://www.rice.edu/energy/publications/docs/Kehagg_katrina.pdfaccessed January 13, 2010.
" EnewsBuilderhttp://www.enewsbuilder.net/aopl/e_article000452974.cfm?x=b1]1#@messed May 7, 2010.
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emergency communication center and provides timely information to employees and family
members in the event of an emergency. The system also provides critical contact information for
the Corporate Emergency Response Team, refinery emergency hattidegher employee
assistance contacts.

ExxonMobil has nstituted an automated employee tracking system that can delivarayo
interactive communications via phone anchail to ascertairthe safety and weleing of
employees in an emergency stiaa. The Automated Tracking System stores employee
emergency contact information and provides aftei number for employees to report their
status following an emergenéy.

Shell and Motiva work with the media and other communication channielsttact employees
not to report to work when conditions may be ungafe.

Chevronprovidesatoll-free Gulf Coast Employee Hotline f@mployeesndcontractors, their

families, and friendshat can be used teport the whereabouts employes or contractos. In
emergency situationspgloyeesand contractors are requireddaa | |t heifree pl ant 0s
emergency information number for recorded status updatent shutdown, reporting back to

work, plant restarand other critical informatiof?.

In Texasthe Railroad Commissiomssumes responsibility for notifying the public of incoming
hurricanes starting 120 hours in advance of potential landfall. It releases public service
announcements on radio and other meatial, initiates preparedness and respaitions’®

Also after Katrina, the State of Illinois, working with the State of Louisiana, contributed a
number of Ground Control Magellan Mobile Satellite Internet Systems (MS8pvide
communications for Katrina relief effortsA large tent was ecéed that housed 30 laptops that
were simultaneously connected to the MSS's wireless networks. Each workstation had Voice
OverInternetProtocol capabilities and videoconference capacity viacaeb geeFigure8).””

During Hurricane Rita, PHMSAetilitated efforts to obtain temporary housing through FEMA
for pipeline personnel in the Gulf areBemporary housingvasprovided in the form of mobile
homes and trailer$,

"2 Marathon Oil. http://www.marathoncares.com/go/site/17 &icessed May, ®010.

3 ExxonMobil, http://www.exxonmobil.com/cqorate/community _safety er_storm_preparation.aamessed
May 4, 2010.

" Shell,
http://www.shell.us/home/content/usa/aboutshell/mextiater/storm_center/shell_motiva_prepared/onshore/
accessed May 5, 2010.

> Chevron http://www.cpchem.us/phone_numbers.htmtcessed May 5, 2010.

®Rissler, J., Texas Railroad Commissioargonal communication, February 24, 2010.

" Ground Control, Katrina Case Studhtp://www.groundcontrol.com/katrina.hiraccessed May 18, 2010.

8 PHMSA, Hurricane Respongettp://www.phmsa.dot.ggweccessed Mag8, 2010.
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Installing Redundant Communications Figure 8. Communications Tent

During huricane emergenciendlinesoften
fail and wireless systems can become
congested. Because hurricane preparation,
response, and recovery depends on a
companyo6s ability to
personnel and other business units, the
installation of secondaryr@edundant
communication channels is widely regarded
an essential element of hurricane readiness.
When landlines fail, companies can use
secondary cellular networks, satellite 2 S [
communications, internet voice Soure: http://www.groundcontrol.com/katrina.hfnaccessed
communications services, and priority cajlin | May 5, 2010.

capabilities to ensure that communications

with company personnel and local and Federal government agencies are maintained. A number
of refiners store satellite phones in corporate offices, delivering them to the potentially impacted
facility before a krricane makes landfall.

Almost every refiner and pipeline operator indicated that their employees use two priority calling
services made available by the National Communications System:

A Government Emergency Telecommunications Service (GETS)
A Wireless Prrity Service (WPS)

GETSprovides priority treatment for authorized users to ensure a higher rate of call completion
during periods of outages or congestion resulting from disasB&#3 S utilizes local networks
provided by Local Exchange Carriers andehMss providers, major lordjstance networks and
international services, and government leased netw@kES'S is accessed through a universal
access numbgus a PIN that is authenticated to guarantee priority sefVisey personnel

work with governnent officials to obtain a GETS emergency capdiring Hurricanes Katrina

and Rita, théNational Communications Systassued over D00 new GETS cards and over
40,000 GETS calls were made in the ensuing recovery period. Over@SBcalls were

made byemergency response officials in Louisiaane,allowing them to complete calls that
otherwise would not have gone through due to congestion and outages resulting from the damage
to the infrastructuré’

WPSis the wireless counterpart of GETS.pitovidespriority treatment for calls madeom cell
phonedduring periods of wireless network congestidfPS is an adadn feature subscribed on a
percell phone basis that works with existing cell phones in WR&bled cellular networks
WPS provides prioty for emergency calls through a combination of special cellular network

" NCS GETShttp://gets.ncs.gov/program_info.htirdccessed May, 2010.

8 Statement of Dr. Peter M. Fonash, Deputy Manager, National Coivations System, Before the Senate
Committee on Homeland Security and Governmental Affairs, February 6, 2ffifhsgac.senate.gov/public/
accessed May, 2010.

OE/ISER Final Report 8/16/10 30


http://gets.ncs.gov/program_info.html
http://hsgac.senate.gov/public/
http://www.groundcontrol.com/katrina.htm

features and the sarh@gh probability of completion features used by GET®B/PS callswait in
queue for the next available channel if a channel is not immediately av&fiable

Procuring Mobile Command Vehicles Figure 9. Incident Command Center

Mobile command vehicles are used in many
sectors of the economy. The vehicles purchag
or leased by refiners and pipeline operators ar
often similar to those ordered by local
governments (county, paristr, city), especially
in areas Were refineries and terminals are
located (see Figure 9). The vehicles are
equipped with office computers and printers,
satellite phone and internet, emergency lightin

’ SourceClegg Industries, built for Chevron,
and other supplies http://www.cleggind.com/specialtyvehicles/chevronrefingry.

html, accessed May 22, 2010.

Refineries have had their own fire and rescue
vehicles for decagb. The need for mobile command centers sprouted in the late 1990s when
hurricanes flooded refineries and terminals, making it impossible for operators to access their
control rooms and offices. Some mobile command centers occupy a smalf tituk fire

brigade at the ConocoPhillips Lake Charles refinery includes two similar command vehicles and
an enclosed rescue traifér Larger trailerbased mobile command centers are used by local
governments in the Gulf region (see Figure 10).

Most of the pipeline operators | Figure 10. Jefferson Parish, Louisiana Command
interviewed (especially those | Vehicle

managing large terming)l have
mobile command centers in
addition to a variety of trucks
for fire suppression. At least
one, Kinder Morgan, has a
centrally stationed
communications trailer
equipped with satellite
telephones and portable
generatoré?

e

Sourcewww.jeffparish.net/index.cim?DoclD=6

81 NCS WPShittp://wps.ncs.gov/program_info.htnalccessed May 4, 2010.
82 Clegg Industries built the unit f@hevron;General Truck Body built units for BP and Valero. Many other
vehicle manufacturers are active in producing and delivering sutties
B RiecherA,iAssembl i ng Y mdustrialA&ipearid &al 22Nuniber 5, May 2007,
Er;;tt[)://WWW.fireworId.com/ifw articles/assembling_090107.papcessed May 11, 20.

Ibid.
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Purchasingor L easingPortable Generators

The loss of grid electricity at refineries, pipeline pumping stations, terminals, and other
petroleum industry facilities during a hurricane can severely limit or shut down operations at a
facility, even if the facility itself is not damad. Without powerrefineries cannot continue to
operate, an@etroleum products cannot be moved through pipeliDesing electrical outages,
therefore, petroleumotnpanies rely on portable generators to provide electricity to critical
facilities untilgrid power can be restore@®urchasing portable generation equipment, or leasing

it in advance, ensures that there will be no delays in procuring reliable power when a hurricane
approaches.

Portable generators are available in a range of sizes and capacities, from retail scale units (~35
kW) to large 2MW trailer-mounted units (see Figure 11). Evha targe 2ZV\W mobile

generators cannot provide enough electricity to power an eefinery. However, these

generators are used to operate the data control center, critical IT facilities, or maintain selected
units in idle mode (as opposed to shutdown) for a faster recovery. In additionMWbuhits

can power a small 2,58@rsepowe(hp) pump station, maintaining pipeline operatiortse

small portable generators are primarily for retail outlets. These units are typicalyr@deto

enable rapid staup.

Figure 11. Large Mobile Generators

The National Fire Protection Associatio
Standard 110 "Standard for Emerggn
and Standby Power Systems" provides
guidance regarding the amount of fuel t| i}
maintain onsite for a portable generator| ..|&
which may be required to operate for uf
to 96 hours, or possibly more. >

Economic considerations determine
whether refiners and pipek operators
choose to purchase or lease portable
generators All of the Gulf Coast refiners interviewed purchase and/or lease large mobile
generators. A new-RIW trailer-mounted unit costs approximately $0.5 million. This is the
delivered price of thgeneratornecessaraccessoriege.g., cables, batteries, fuel tanks) must be
purchased, which will raise the installed price over $1 mififon.

Source: ExxonMobil, Apri2010.

ConocoPhillipsdé Alliance refinery in New Orl e
water extragbn pumps. Th@umps are located at one of the loting®und areas of the refinery

and aredesigned to redirect storm watawvay from the plant anefineryequipment The setup

includes two 2MW traile-mountedkohlergenerators providing redundant bapkpower to

four 390-hp pumps. In addition, two transformers amdmotor control center are wired to the
generators.The full setup requires 3,600 feet of cable. The configuration is dessgrtedt two

8 National Fire Protection Association, Standard 110 "Standard for Emergency and Standby Power Systems" (2005
edition), http://www.nfpa.org/catalog/product.asp?pld 010&order%5Fsrc=B484ccessed April 13, 2010.

8 This price is typical of multiple dealerittp://www.gopower.com/products/geatsrs/diesel/1/1060
10000000/1000%20kW%20and%20Up%20Diesel%20Generacesssed July 1, 2010.
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pumpscanrun entirely on one generator, or @uf pumpsanshare the electrical load between
the twogenerators’

All but one of the interviewed pipeline operators indicated that they lease rather than buy their
mobile generators, either before the hurricane season starts or after a storm naékieés @me

operator noted that there was little benefit to leasing large generators and has stopped this
practice. The experience of this operator was that it incurred significant expenses hooking up the
leased generators, and in the end the effort didenefitthe movement ofproduct up the

pipeline. From the perspective of this operator, an area power outage means that there is no
refinery production or stock drawdown to keep the pipeline operational, which makes leasing a
portable generator not desffective.

Colonial Pipeline is the one pipeline operator that purchased generators. To avoid a recurrence
of the shutdowns it experienced during the 2005 hurricane season, Colonial purchased-12 trailer
mounted Mitsubishi portable generators, sevansiormers, and milesf associated cabling in
2006.28 Colonial prepares for hurricane seasorcbmpletingmaintenance and testing to ensure
generators are roaslorthy and that contractors are lined up to install and start up the(segts

case study).

Pre-positioning and Re-wiring Portable Generators

Another hurricane resiliency practice is to strategicallygosition portable generators in

locations that are beyond the storm track, but in close proximity to the affected facilities to allow
rapid deloyment. Smaller portable generatorsmewired at critical communications and IT
facilities. Companies will also procure substation and transformer components before a storm
arrives so that any damaged equipment can be restored to normal operadiitigres rapidly.

Four interviewed companies indicated that they havevmed critical sections of their refineries
and pipeline terminals.

Positioning generators to power key service stations along evacuation routes is another element
of hurricane rsiliency planning. These stations provide critical fuel and supplies to residents

and responders before and after a storm evacuation. Even undamaged retail stations may require
emergency power to remain open.

All petroleum companies that operate resailres on the Gulf Coast and in the Southeast
indicated that they have pvéred some of their service stations. In additi®hellhas prewired

all critical terminals in its South Distribution Region for portable generators and transformers so
that delveries can be quickly restored following a hurricane. Shell has algmpitioned

portable generators in safe areas in the Gulf region to ensure rapid depl&yment

87 Kohler, http://www.kohlerpower.com/rental/libragdse _study.htm?fn=cs_conaco.xml&sectionNumber=28161

accessed May 17, 2010.

8 Mihelick, P.J.fiCol oni al Pipeline, One Pipeline Companyds Resp
Tulane Engineering Forurhitp://www.tulane.edu/~sse/FORUM_2009/programecessedanuary 20, 2010.

89Shell. http://www.shell.us/home/content/usa/aboetimedia_center/storm_center/shell_motiva_prepared/fags/

accessed May 5, 2010.
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Experience with Mobile Generators Figure 12. Portable Generator
Cabling

Setting up mobile geeratos and transformercan be , "

daunting particularly when laying,000feet of cabé

for six generators iwet, soggyarea (see Figurg2):

A 30 cables (each 140 feet long) between each
generator antransformer

A Six cables (each 300 feet long) betweaohe
transformeiand the main bus

In 2008, Colonial Pipeline activated these generators
multiple times. On September 3, 2008, Colostarted
to set up six mobile generataasits blackeebut Baton
Rouge, Louisiana pump station. It took 48 hours angl Source: Colonial Pipeline, 2009 Tulane
over 100 Colonial staff and contractors to install, wirg En9ineering Forum

andstartup the units. Tea_down of the site started on Figure 13. Portable
September 8, 200&fter grid power was restored Generators in Texas

U

On September 14, 2008, Colonial Pipelonganized a
convoy to move eight generators, twdl&as of
transformers, two container trailers holding cable, and
other equipment frorBaton Rouge to their Hebert
Station and Port Arthur, Texas facilitjashich were
blacked out by lke (see Figui&). Over 100 Colonial
personnel and contractors wergatved in the
generator deployment to Texas. The generators
intermittently for a week, stopping whéurel supplies
ran out.The generatorand auxiliary equipment are Source: Colonial Pipeline, 2009 Tulane
stored at the Kolaumping station in Collins, Engineering Forum

Mississippi, where they sit ready e deployed again.

Sour ce: Patrick J. Mi hel i ck, ACol oni al Pipeline, One
Engineering Forumhttp://www.tulane.edu/~sse/FQRI_2009/program/accessed January 20, 2010.

ExxonMobi l owns one of the industryds | argest
The company has position8@ smallmobile generatori four storage facilitiesvithin 200

miles of theGulf Coast. In addition,it plans to installLO permanent generators at various

locations throughout Florid® ExxonMobil retailstationsare prewired for portable generators

to facilitate rapid starip and operation. The generators are loaded on flatheld and are

9 ExxonMobil. http://www.exxonmobil.com/corporate/community safety er stornparegion.aspxaccessed
May 4, 2010.
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